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Accounting of Disclosures – Under some circumstances, the HIPAA Privacy Rule gives individuals the right to request an accounting of disclosures of PHI over the previous 6 years (starting from April 14, 2003).  This right applies to:  1) Disclosures that are unauthorized because a waiver has been obtained, 2) Preparatory Research, 3) Decedents' research, and 4) Disclosures mandated by law.  This right does not apply to:  1) Disclosures made at the request of the individual, 2) Disclosures that are authorized by the individual, 3) Limited Data Sets, and De-identified data.

Authorization –A document, signed by a participant in human study research, that designates permission to the researcher to use and disclose the participant's protected health information.

Business Associate –A person/entity external to LLU and its affiliates that: 1) receives PHI from LLU or a LLU researcher, and 2) performs a service on behalf of LLU or a LLU researcher.  Business Associates may include:  web-hosting/data storage companies, third party billing companies, consultants, and third parties hired to screen potential subjects.  Business Associates generally do not include:  research collaborators, sponsors, research coordinating and statistical centers.  Business Associates who receive PHI will be required to sign a Business Associate Agreement.

Business Associate Agreement – An agreement that dictates how a Business Associate will handle PHI received from LLU and its affiliates, including:  restrictions on use/disclosures of the PHI, a promise to protect the PHI, a promise to return the PHI at the end of the contract, and an assurance to make the PHI available for federal or state law compliance.

Certified Data Release Department (CDRD) – Departments or other entities of LLU and its affiliates that:  1) store data, and 2) are certified by either the Compliance Office or the LLU IRB to review and process requests to obtain access to PHI from researchers.  Requests to the CDRD are made using a Data Request Form.

Code Access Agreement – An agreement that prohibits the breaking of a code to coded data in order to identify and contact individuals participating in human studies research.  

Coded Data – Data that is separated from direct identifiers through use of a code.  Researchers will be required to sign Code Access Agreements when they:  1) receive coded data from an external entity to LLU and its affiliates, or 2) send coded data to an external entity to LLU and its affiliates.

Data Request Form – The form used to request the release of data that includes PHI from a Certified Data Release Department.

Data Use Agreement – An agreement that describes the permissible uses/disclosures by a researcher of PHI within a limited data set and prohibits re-identifying or using the PHI to contact individuals.

Decedents' Research – Deceased individuals are afforded the same privacy rights as living individuals under HIPAA.  The LLU IRB may grant a waiver to do decedents' research, provided that the required representations are made by the researcher. 

De-Identified Data – Data in which all direct identifiers has been removed.  De-identified data is not subject to HIPAA.

Direct Identifiers – Data elements that could be used to identify an individual.  These include: 1.Names, 2.Geographic subdivisions smaller than a state (except the first three digits of zip code), 3.All elements of dates (except year) for dates that are directly related to an individual, including dates of admission, discharge, birth, death, and all ages over 89; 4.Telephone numbers, 5.Fax numbers, 6.Electronic mail address, 7.Social security numbers, 8.Medical record numbers, 9.Health plan beneficiary numbers, 10.Account numbers, 11.Certificate/license numbers, 12.Vehicle identification and serial numbers, including license plate numbers, 13.Device identifiers and serial numbers, 14.Web URLs, 15.Internet protocol (IP) addresses, 16.Biometric identifiers, including fingerprints and voice recordings, 17.Full-face photos and comparable images, and18.Any other unique number, characteristic, code that could reasonably used to identify an individual. 

Disclosure of PHI – The release of PHI to anyone or any entity outside of Loma Linda University and its affiliated entities.

HIPAA [pr: hip’-ah] – The Health Insurance Portability and Accountability Act of 1996.  A federal law that was designed to allow portability of health insurance between jobs.  The Privacy Rule is the component of HIPAA which protects personally identifiable health information. 

Individually Identifiable Health Information (IIHI) –A subset of health information, created or received, that identifies an individual or can reasonably be used to identify an individual because it includes direct identifiers. 

Limited Data Set (LDS) –A set of data that may be used for research without authorization or waiver of authorization.  Only the following direct identifiers may be retained in a LDS:  1) Town, city, state and zip code (but not street address); 2) all dates such as birth dates, admission and discharge dates, and date of death; and 3) Unique numbers, characteristics, and codes.  Recipients of a LDS must sign a A Data Use Agreement.

Minimum Necessary – A HIPAA Privacy Rule standard requiring that researchers use or disclose only the minimum amount of PHI that is necessary to accomplish the intended purpose.  The Minimum Necessary standard applies when a waiver of authorization has been obtained, Preparatory Research, Decedents' Research, and Limited Data Sets. It does not apply to uses/disclosures of PHI that are authorized or to De-Identified data.  

Preparatory Research – Data or records review that is performed in order to design or to determine the feasibility of a research study.  Preparatory to research is allowed without authorization or waiver of authorization, provided that the required representations are made by the researcher.   Researchers may review an unlimited number of records; however, information may be copied by the researcher from only 25 records without IRB approval.  Requests to copy information from more than 25 records must be submitted to the IRB.  From these 25 records, researchers may only copy for their own use data elements that are allowed for a Limited Data Set.

Privacy Board – A committee authorized by the HIPAA Privacy Rule to approve a waiver of authorization and monitors the use and disclosures of PHI collected in human studies research.  At LLU, the Institutional Review Board serves as the Privacy Board.

Protected Health Information (PHI) – Individually Identifiable Health Information that is transmitted or maintained in any form.

Use of PHI – The sharing of PHI within Loma Linda University and its affiliated entities.

Waiver of Authorization –The requirement to obtain authorization from human study participants may be waived by the Privacy Board if specific criteria are met.  Researchers should be aware that more stringent conditions [See Minimum Necessary] and record-keeping conditions [See Accounting of Disclosures] apply when authorization is not obtained.
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