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THE RESEARCHER’S GUIDE TO HIPAA
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I. What is HIPAA?

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that was intended to improve the efficiency and effectiveness of the health care system.  HIPAA has three main parts. The first, the “Administrative Simplification” provisions, include national standards for transactions of electronic patient health, administrative and financial data between health care providers and health plans. The second and third parts concern security and privacy, and protect the confidentiality and integrity of health information. This Manual focuses on the Privacy Rule, which has special regulations that particularly affect clinical research.
LLUAHSC entities that are covered entities under the Privacy Rule operate as an Organized Health Care Arrangement  (OHCA).  Under an OHCA, covered entities hold themselves out to the public as participating in a joint arrangement, in accordance with specifications in the Privacy Rule.  Entities participating in the OHCA are:  Loma Linda University, Loma Linda University Medical Center, Loma Linda University Health Care (with affiliated clinical practice corporations), and Loma Linda Behavioral Medicine Center.  One advantage of this arrangement is that health information that is protected under HIPAA regulations may be shared among these entities with much fewer restrictions than releasing information to external entities.  This is discussed further in Section V below.

II.   What is the Privacy Rule?

The HIPAA Privacy Rule establishes the conditions under which health information may be used or disclosed for research purposes.  Research is defined in the Privacy Rule as “a systematic investigation, including research development, testing, and evaluation, designed to contribute to generalizable knowledge.”  The Privacy Rule strives to protect the privacy of health information, while at the same time ensuring that researchers will continue to have access to medical information necessary to conduct vital research.  

Privacy is clearly a concern among research subjects.  In a recent genetics study conducted at the National Institutes of Health, almost 32% of people who were eligible to take a test to determine risk for breast cancer declined doing so, most on the grounds of potential health insurance discrimination and loss of privacy.  Therefore the Privacy Rule also defines the means by which individuals who are subjects in human studies research will be informed of uses and disclosures of their medical information for research purposes, and their rights to access information about them held by covered entities.  

The Privacy Rule does not directly regulate the conduct of research.  Rather, the Privacy Rule regulates the handling of individually identifiable health information that is created or received in the course of a research study.  The Privacy Rule thus works in conjunction with the other applicable federal regulations (i.e. Title 45, part 50, subpart A of the Code of Federal Regulations, also known as “The Common Rule;” and the FDA human subject protection regulations) to further strengthen the rights and protections of individuals who participate in human studies research.   The intended result of the changes listed in this manual is to increase confidence and willingness among individuals to participate in human studies research because they know that their health information will be protected.  

The HIPAA Privacy Rule became final on August 14, 2002.  The date by which all covered entities must be in compliance is April 14, 2003.  The final regulation text, published in the Federal Register, is available online at: http://www.hhs.gov/ocr/combinedregtext.pdf
The Office of Civil Rights (OCR) within the Department of Health and Human Services is the federal enforcement agency of the Privacy Rule.  At Loma Linda University, the Institutional Review Board will serve as the Privacy Board.  

The Office of Civil Rights mandates that the Privacy Board be responsible for determining whether or not a research study is subject to HIPAA privacy regulations.  This means that researchers themselves may not decide whether their human research study is subject to HIPAA.  OCR also authorizes the Privacy Board to approve waivers to Privacy Rule regulations on research studies.    

III. What kinds of health information does the Privacy Rule protect?

The Privacy Rule protects health information, including demographic information, that:

· Is created or received by LLU and/or its affiliates, 

· Relates to the past, present, or future physical or mental health, condition or treatment of an individual, and that

· Identifies the individual or may be reasonably used to identify the individual. Information that the Department of Health and Human Services (DHHS) feels can be used to identify individuals is listed in Table 1:
	Table 1:  Direct Identifiers (Also Known as “Safe Harbor” Data)

	1. Names

2. Geographic subdivisions smaller than a state

3. All elements of dates (except year) for dates that are directly related to an individual.  These include dates of admission, discharge, birth
, death, and ages over 89.

4. Telephone numbers

5. Fax numbers

6. Electronic mail address

7. Social security numbers

8. Medical record numbers

9. Health plan beneficiary numbers

10. Account numbers

11. Certificate/license numbers

12. Vehicle identification and serial numbers, including license plate numbers

13. Device identifiers and serial numbers

14. Web URLs

15. Internet protocol (IP) addresses

16. Biometric identifiers, including fingerprints and voice recordings

17. Full-face photos and comparable images

18. Any other unique number, characteristic, code that could reasonably used to identify an individual.


Information that includes any one of the above criteria is classified as Individually Identifiable Health Information (IIHI).  When IIHI is transmitted or stored in any medium by LLU and/or its affiliates, it becomes Protected Health Information (PHI) that is protected by the Privacy Rule.  

Generally, PHI is transmitted/stored by an institution as part of a Designated Record Set that includes medical records, billing records, and any other record that is used to make decisions about the health care of an individual.  
IV.   What types of research are subject to the Privacy Rule?

As a general rule, if your research uses PHI that is created or received by the Loma Linda University and/or its affiliates (e.g. medical or billing records), then it is subject to the Privacy Rule.

This may include, for example:  

· Research that accesses PHI from a medical record, or creates PHI that will go back into a medical record, or

· Research that includes billable services to research subjects, such as clinical trials.  

Research that may not be subject to the Privacy Rule is discussed in Section VI.C.1 of this manual.  For other types of research, the IRB/Privacy Board may waive some Privacy Rule requirements if specific criteria are met, as discussed in Section VI.C.2 below.   

V.    How does the Privacy Rule affect Research?

The Privacy Rule is extremely complex and requires that Loma Linda University put into place a number of new policies and procedures.  In practical terms, the major changes for researchers are:

1. Application materials for research protocols that are submitted to the IRB/Privacy Board will now contain questions relating to the privacy of study subjects.  Researchers will be asked to explain what measures will be taken to protect the subjects’ privacy and how protected health information will be received and stored.  Sample applications can be found at the Privacy in Research website

.  

2. For approved protocols, the approval notice issued by the IRB/Privacy Board will contain information regarding the permitted uses and disclosures of PHI for the research study.  If a researcher wishes to review currently existing medical records or records maintained in other databases at Loma Linda University and/or its affiliates, the IRB/Privacy Board approval notice will serve as permission to do so.  A copy of the approval notice may be attached to a Data Request Form (available from the HIPAA web site) and submitted by the researcher to any one of the Certified Data Release Departments (CDRD) that have been certified by the Compliance Department to release protected health information.  A CDRD is any department that may receive or fulfills requests for data sets/reports from other members of the institution.  All entities with a database that is used for this purpose must become a Certified Data Release Department.  Certification is obtained by fulfilling the educational requirements coordinated by Staff Development.  See Section XII:  Special Consideration for Research Databases.

3. Informed consent documents should now also include an authorization, to be signed by the study subject, which gives the researcher permission to use and share the subject’s protected health information.  The required elements are discussed in Section VI.B.  Template authorizations are located at the Privacy in Research website

. 

4. Rigorous criteria will be used by the IRB/Privacy Board to waive the requirement for informed consent and privacy authorization.  Most research that is subject to the Privacy Rule will not qualify for a waiver.  Criteria for waivers of authorization are discussed in Section VI.C.2 with sample applications located at the Privacy in Research website


.  

If the authorization requirement is waived in a research study, the Privacy Rule requires that the researcher adhere to the Minimum Necessary Standard, which means that all reasonable efforts must be made to limit the use and disclosure of protected health information to the minimum amount necessary to accomplish the research.  

The Privacy Rule also requires that all disclosures must be tracked in research studies where authorization is not obtained.  The purpose of this tracking requirement is to provide research subjects, upon their request, with a list of how protected health information was released to external entities without their knowledge.   At this institution, a Disclosure refers to the release of protected health information to anyone or any entity outside of the OHCA as well as to external research collaborators and sponsors.  Tracking requirements for disclosures are discussed further in Section XV. 

Tracking is not required when PHI is shared among those entities within the OHCA:  Loma Linda University, Loma Linda University Medical Center, Loma Linda Behavioral Medicine Center, and Loma Linda University Health Care  (including the affiliated physician practice groups), which the Privacy Rule refers to as a Use.  
5. In some cases, a Business Associate Agreement will be needed between researchers and outside entities who are providing research-related services like consulting, statistical analysis, and subject screening, prior to those entities obtaining access to protected health information.  A sample Business Associate Agreement is available on the HIPAA web site.  For further information about Business Associate Agreements, contact Tonya Okon, Privacy Manager at the 558-6455 (ext. 66455).  

VI.     How will researchers access protected health information in compliance with the Privacy Rule?

The IRB/Privacy Board, under the administration of the Vice Chancellor for Research Affairs, will regulate access to PHI for research purposes.  There are six methods to obtain PHI access for research, as shown in Figure 1:  
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A. Does the study involve protected health information?

The IRB/Privacy Board, not the researcher, is responsible for determining whether or not a research study is subject to the Privacy Rule.  The IRB/Privacy Board will make this determination based on information provided by the researcher in the HIPAA Compliance application (available at the Section IVPrivacy in Research website

), which is submitted with the IRB application for a research protocol.  As discussed in , a research study is subject to the Privacy Rule if it uses protected health information that is created or received by the institution.  This includes most research that involves:

· Access to patient medical records, 

· Creation of new data that is put into patient medical records, or

· Billable services that may be recorded in billing records (e.g. clinical trials).

The IRB/Privacy Board may also apply Privacy Rule requirements to a research study if it determines that the study subjects might reasonably expect the Privacy Rule to protect the collected data, even if it is not officially PHI.  In other words, the subjects’ perception of whether or not their privacy rights are being protected is also important, and every effort must be made to assure subjects of full privacy protection.  

If a research study is subject to the Privacy Rule, then it is the researcher’s responsibility to choose the appropriate mechanism for accessing PHI in compliance with the Privacy Rule.    In most cases, researchers will be required to obtain written authorization from subjects in human studies in order to use/disclose the subjects’ PHI.  This requirement will be waived only if the study meets stringent criteria (see Section VI.C.2 below).  Alternatively, researchers may use health information in which identifiers have been reduced or eliminated (see Section VI.C.1 below).  

B. RESEARCH WHEN AUTHORIZATION IS OBTAINED

1. Integration of Privacy Authorization With Informed Consent: 

Current regulations require that a consent document address how confidentiality will be protected.  The Privacy Rule imposes more specific requirements for authorization to use/disclose PHI.  In addition to informed consent, researchers must now obtain specific written authorization to use/disclose the subjects’ PHI for research.  

The Privacy Rule allows incorporation of authorization language into the informed consent document, so that study subjects will sign one form.  Model language for authorization to use/disclose PHI is located at the Section VII.BPrivacy in Research website

.  For studies that began prior to April 14, 2003 and will continue enrolling subjects after April 14, 2003, a separate authorization form can be attached as an addendum to an existing informed consent document.  Separate authorization forms are discussed further in , with examples on the web site noted above.   

2. Required Elements for Authorization: The Privacy Rule specifies that the authorization must be written in plain language and that each study subject must receive a signed copy of his/her authorization.  A valid authorization must also contain the following elements:

· A specific and meaningful description of what information will be used/disclosed (e.g. a list of the types of data to be collected from the medical record);
· The name(s) or other specific identification of the person(s) or class of persons, who may use or disclose the PHI;

· The name(s) or other specific identification of the person(s) or class of persons, to whom the PHI will be disclosed (i.e. a list all of the entities that may have access to the PHI, such as the Loma Linda University IRB, other applicable Loma Linda University officials and representatives, study sponsors, the Food and Drug Administration, data safety monitoring boards, and any others given the authority by law);
· A specific description of all purposes for the PHI uses/disclosures (i.e. the purpose of the research and reasons why the PHI will be collected in order to conduct the research and to ensure that the research meets legal institutional or accreditation requirements);
· An expiration date of the authorization.  Researchers have 2 alternatives:
· State that the authorization for PHI use/disclosure will expire at the end of the research study, or
· State that the authorization has no expiration date (i.e. will continue indefinitely).  This option is especially useful for those who are obtaining health information for the purpose of a research database or repository to be used for future research.  If the researcher wishes to use the subjects’ PHI beyond the end of the research study, this must be explicitly stated in the authorization.  

· A statement of the individual’s right to revoke his/her authorization in writing.  Upon revocation, the subjects may no longer participate in the research study, and the researcher may use the PHI already obtained to maintain integrity of the data;
· A statement that the covered entity may not condition treatment or payment on the individual’s signature on the authorization;
· A statement that the individual may not participate in the research study if he/she refuses to sign the authorization;

· A statement of any potential for disclosure of PHI to other entities not subject to the Privacy Rule (thereby losing Privacy Rule protection);
· The individual’s signature and date.  If a personal representative of the individual signs the authorization, a description of the representative’s authority to act for the individual must also be provided;
· Optional:  The Privacy Rule grants study subjects the right to access their PHI.  For research, this right can be suspended while the research study is in progress.  However, subjects must be told in the authorization that this right has been suspended, and the conditions of the suspension must be listed.  In this case, the right to access PHI will be reinstated at the conclusion of the research study. 
3. Minimum Necessary Standard does not apply: When written authorization for use/disclosure of PHI is obtained from research subjects, the Minimum Necessary standard does not apply.  However, researchers are encouraged to limit PHI uses/disclosures to the minimum necessary to accomplish the research goals.
4. Tracking of Disclosures is not required:  When written authorization for use/disclosure of PHI is obtained from research study subjects, the tracking of disclosures is not required.

C. RESEARCH WHEN AUTHORIZATION IS NOT OBTAINED

Exceptions to the authorization requirement include either eliminating or reducing PHI from the research data set received for the research, or justifying to the IRB/Privacy Board that obtaining authorization is not feasible for the research purpose (i.e. obtaining a waiver from the IRB/Privacy Board).  
1. PHI MAY BE REDUCED OR ELIMINATED

Reducing or eliminating PHI from a data set used for research may curtail or eradicate Privacy Rule requirements for a research study.   It is important to make the distinction between the elimination of PHI, and the common research practice of removing identifiers from data that is extracted from a medical record, resulting in “anonymous” data.  The Privacy Rule applies to the records that the researcher sees and uses, not what is recorded in the researcher’s records.  Therefore, the de-identified or limited data set requirements described below apply to the data the researcher receives and uses in the research.

If no direct identifiers are needed to accomplish a research study, researchers are encouraged to use De-Identified Information (i.e. exclusion of all 18 direct identifiers listed in Table 1 from the data set) because research studies using de-identified information are not subject to the Privacy Rule.   

If only a limited number of direct identifiers are needed for a research study, researchers may use a Limited Data Set.  This “middle” option between de-identified and fully identifiable information allows researchers to retain the following data elements in a data set:

· Town, city, state, and the 5-digit zip code (but not street address);
· Dates such as birth date, admission date, discharge date, and date of death; and
· Unique numbers, characteristics, and codes.

All other identifiers listed in Table 1 are to be excluded in order to qualify as a Limited Data Set.  To protect the privacy of the research study subjects, the use/disclosure of these identifiers by the researcher is conditioned upon signing a Data Use Agreement from all data received or used (discussed below).  

a) DE-IDENTIFIED INFORMATION PROVISIONS

The Privacy Rule’s definition of “de-identification” goes well beyond that used traditionally under other federal regulations that apply to human studies research.  Researchers will be required to provide documentation to the IRB/Privacy Board that all of the 18 elements listed in Table 1 that relate to an individual, or the individual’s relatives or employer, will not be used.  If de-identified data is received from a person/entity outside the OHCA, the researcher must verify and document to the IRB/Privacy Board that all 18 data elements have been removed prior to receiving the data.  In addition, researchers must ascertain that there is no other available information that could be used alone or in combination to identify an individual (e.g. a rare diagnosis, condition, treatment or procedure which would allow the individual to be identified.)

(1) Minimum Necessary Standard does not apply:  Since de-identified data is not subject to the Privacy Rule, the Minimum Necessary standard does not apply if only de-identified data is used in the research.

(2) Tracking of Disclosures is not required:  Since de-identified data is not subject to the Privacy Rule, the requirement to track disclosures does not apply if only de-identified data is used to conduct the research.

b) LIMITED DATA SET PROVISIONS

(1) Data Use Agreements

Any recipient who receives protected health information under the limited data set provisions is required to sign a Data Use Agreement.  This includes recipients both internal and external to LLU and its affiliates in the OHCA.  A sample data use agreement can be found at the Privacy in Research website

.  The data use agreement generally describes the permitted uses and disclosures of the information and prohibits re-identifying or using the information to contact individuals.  The required elements of a data use agreement are:
· The recipient will use the PHI contained in the data set only as permitted by the Privacy Rule;

· Limits will be placed on who can use or receive the data;
· The recipient agrees not to re-identify the data or to contact the research subjects;
· Appropriate safeguards will be used to prevent use/disclosure of the limited data set other than as permitted by the data use agreement and the Privacy Rule, or as required by law.  
(2) Minimum Necessary Standard applies:  Limited Data Sets are subject to the Minimum Necessary standard.  Researchers are to obtain only the identifying data elements that are necessary to accomplish the research goal if using a limited data set to conduct their research.  This will be monitored by the IRB/Privacy Board and enforced through the provisions of the Data Use Agreement.
(3) Tracking of Disclosures is not required: Disclosures of Limited Data Sets are subject to provisions of the Data Use agreement, but not subject to the more general Privacy Rule requirements.

c) “CODED” DATA

Whereas all or most direct identifiers are completely excluded from de-identified or limited data sets, coded data is linked to direct identifiers through the use of a code.  As with de-identified data, coded data is not subject to the Privacy Rule.  However, the code itself IS subject to the Privacy Rule because it can be used to re-identify study subjects.  Therefore, codes will be regulated at Loma Linda University in the following ways:

When coded data is obtained internally from a Certified Data Release Department (CDRD):  Requests for coded data with a re-identification key will be processed through the CDRD using a data request form (see Section V.2 above, with example form on the HIPAA web site).  The re-identification key will be maintained by the CDRD and may be used to decode a research record if the IRB/Privacy Board grants permission to do so.  Permission will be granted if decoding the record is essential to the healthcare of the individual or to the research project.  
When coded data is obtained from an external source (e.g. collaborators, sponsors, research tissue banks or other data repositories):  When coded data is obtained from an external source, LLU researchers receiving the data will be required to sign a Code Access Agreement in which they will agree not to try to break the code in order to identify the study subjects.  A sample Code Access agreement for this purpose can be found at the Privacy in Research website.  

When coded data is sent to an external source:  When LLU researchers send coded data to recipients that are external to the OHCA, those recipients will be required to sign a Code Access agreement in which they will agree not to try to break the code in order to identify the study subjects.  A sample Code Access agreement for this purpose can be found at the Privacy in Research website.  

2. WAIVER OF AUTHORIZATION

a) Required Elements for Waiver of Authorization:  The IRB/Privacy Board may waive the requirement to obtain authorization to use/disclose PHI of research subjects only if the researcher provides documentation that ALL of the following conditions have been satisfied:
(1) The use/disclosure of the PHI involves no more than minimal risk to the privacy of the research subjects, based on the presence of at least the following elements:
(a) An adequate plan to protect the identifiers from improper use and disclosure;
(b) An adequate plan to destroy the identifiers at the earliest opportunity consistent with the conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise required by law; and
(c) Adequate written assurances that the PHI will not be reused or disclosed to any other person or entity, except as required by law or for authorized oversight of the research project;
(2) The research could not be practicably conducted without the waiver; and
The research could not be practicably conducted without access to and use of the PHI.

b) RESEARCH ON DECEDENTS:  Decedents’ research is a special category of research that qualifies for a waiver of authorization.  Under the Privacy Rule, the privacy rights of deceased individuals are protected as well as those of living individuals.  However, the IRB/Privacy Board may waive the authorization requirement if the researcher provides documentation that:

(1) The PHI use/disclosure is being sought solely for research purposes;

(2) The PHI is necessary for the research purposes; and
(3) Provides documentation, upon request of the IRB, of the death of the individuals.

Sample forms for Decedents’ Research can be found at the Privacy in Research website.  
c) MINIMUM NECESSARY STANDARD APPLIES:  The use/disclosure of PHI subject to a waiver must be held to the minimum necessary to achieve the research purpose.  
d) TRACKING OF DISCLOSURES IS REQUIRED:  Tracking will be required when the authorization of the subject has been waived by the IRB/Privacy Board and the information is being disclosed outside the OHCA.   See Section XV below for instructions on tracking of disclosures.  

D. PREPARATORY RESEARCH 

Reviewing patient records in order to design a research study, or to determine the feasibility of a research study, are examples of PHI access that is preparatory to research.  This kind of records review is allowed without obtaining authorization or waiver of authorization from the IRB/Privacy Board.

E. For preparatory research, researchers may submit a Data Request form (see sample form) directly to a Certified Data Release Department.  Instead of attaching a copy of the IRB/Privacy Board approval to the LLU Data Request Form, researchers will attach a Preparatory-to-Research Certification.  The following requirements apply:  

1. A written attestation is provided by the researcher on the Certification For Access To Data Preparatory To Research form that:  

a) The PHI use/disclosure is being sought solely for purposes preparatory to research (e.g. to prepare a research protocol or determine feasibility of a research study);

b) Access to the PHI is necessary for the research purpose; and
c) No protected health information will be removed from the covered entity by the researcher in the course of the review (e.g. the researcher will not share PHI with any person or entity outside the OHCA).

2. There is no limit on the number of records that a researcher can review preparatory to research.  However, Loma Linda University policy specifies that data can be copied down from only 25 records for the researcher’s use.  For those 25 records, researchers may copy down only what is allowed for a Limited Data Set.  No direct identifiers may be recorded by the researcher during reviews preparatory to research.  The IRB/Privacy Board must review and approve requests to collect data from more than 25 records, or to collect more data than is allowed for a Limited Data Set.

3. Minimum Necessary Standard applies:  The use/disclosure of PHI under Preparatory Research must be held to the minimum necessary to achieve the research purpose. 

4. Tracking of Disclosures is Required:  Tracking will be required for disclosures of PHI outside the OHCA.   See Section XV below for instructions on tracking of disclosures. 
VII.   For ongoing research, how do I transition to the new Privacy Rule?

A. Informed Consents signed prior to April 14, 2003 are “grand-fathered:” Subjects enrolled in a research study before April 14, 2003, do not need to sign a new consent form or authorization, even if follow-up visits are scheduled after that date. Researchers may continue to use or disclose PHI of the study subjects without obtaining privacy authorization.
B. Informed Consents signed on or after April 14, 2003 must include privacy authorization:  

1. If a researcher is conducting a study in which subjects are enrolled both before and after April 14, 2003, informed consents signed before the compliance date are still grand-fathered, and researchers may use/disclose the PHI without obtaining privacy authorization.  However, no subject may be enrolled on or after April 14, 2003 unless he/she has signed an authorization that complies with the privacy rule requirements, in addition to the informed consent.  
At the time of continuing review, each protocol’s consent forms must be modified to address the Privacy Rule requirements.  In the interim between April 14, 2003, and the continuing review date for each protocol, researchers may continue to use the “pre-April 14” consent form, and attach an authorization addendum (form available at the Privacy in Research website).  

2. For research protocols in which all subjects will be enrolled after April 14, 2003, researchers are encouraged to integrate the appropriate authorization language into the informed consent document.  If this is not done prior to April 14, 2003, the researcher still has the option of using an addendum authorization until continuing review. 
It is the researcher’s responsibility to make sure that all research subjects enrolled on or after April 14, 2003 signs an authorization in addition to the informed consent.  Failure to do this will violate the subjects’ rights under HIPAA, and will result in prohibition of using that subjects’ protected health information or any other research-related data.  Researchers should also keep in mind that violation of rights under the HIPAA Privacy Rule may also result in civil and criminal penalties as well as institutional sanctions, which are discussed in the “HIPAA and You” Privacy and Security Manual.  

C. Waivers of informed consent approved for data collected prior to April 14, 2003 are “grand-fathered:” Researchers may continue to use/disclose protected health information collected with a waiver of informed consent without obtaining privacy authorization.  However, since the privacy rule will be in effect on April 14, 2003, any disclosure of the PHI made pursuant to the waiver will still have to be tracked as described in Section XV. 
D. If a Waiver of Informed Consent is approved for data collected on or after April 14, 2003, privacy authorization or waiver of authorization must be obtained to use or disclose PHI.  Any disclosure of PHI made pursuant to a waiver of authorization must be tracked as described in Section XV.  
VIII. What are the implications of the Privacy Rule on Recruitment Practices?

Recruitment practices often require access to identifiable health information by the principal investigator and his/her research staff.  However, the Privacy Rule does not stand alone in recruitment oversight, but builds on other federal regulations that apply to human studies research (i.e. the Common Rule and the FDA regulations) as well as local IRB restrictions.  The following recruitment practices are approved at Loma Linda University based on the amalgamation all of these regulatory forces:  

How may researchers search for potential research subjects?

1. A potential research subject may respond to an IRB-approved advertisement or similar recruitment notice.
2. A treating physician who is also a researcher may review medical records of his/her own patients to find potential research subjects. 
3. A treating physician may share de-identified information with a researcher to determine a patient’s eligibility for a study, provided that HIPAA requirements for de-identification are met (see Section VI.C.1). In order for the patient to be identified to the researcher (non-treating practitioner) an approved IRB protocol must specify and approved method for contacting patients.
4. A researcher may review medical records or other databases under preparatory research provisions to find potential research subjects (see Section VI.D).  This option is only available to researchers inside the OHCA, and the Privacy Rule prohibits releasing this information outside the OHCA.  While it is true that the Office of Civil Rights allows contact of potential research subjects through preparatory research provisions, this practice is prohibited at Loma Linda University because it stands opposed to privacy protections enforced by the Common Rule.  If a researcher wishes to contact an individual that has been found preparatory to research, a recruiting plan for contacting individuals must be submitted with the IRB application.
5. The researcher may apply to the IRB/Privacy Board for a partial waiver of authorization for recruitment purposes.  A sample application is located at the Privacy in Research website.  The Privacy Rule requirements and conditions for a waiver for apply (see Section VI.C.2).  

HOW MAY RESEARCHERS CONTACT POTENTIAL RESEARCH SUBJECTS? 

The Privacy Rule augments existing federal and local IRB requirements that relate to contacting potential research subjects.  As a general rule, the initial contact should not be made by someone with whom the potential research subject has had no prior clinical contact.   Therefore, a researcher and his/her staff must either allow a potential research subject to initiate the contact, or work together with medical staff with whom the patient is familiar (e.g. the patient’s treating physician) to make the first contact.  The following is guidance for Privacy Rule-compliant methods of contacting potential study subjects.  It is not meant to be all-inclusive.  A recruitment plan, including the methods of contacting potential subjects, should be submitted to the IRB/Privacy Board as part of the protocol application.

6. The potential research subject may initiate the contact by responding to an IRB-approved advertisement or similar recruitment notice.
7. A treating physician who is also a researcher may talk directly to the patient about recruitment into a research trial.  
8. If the treating physician is not the researcher, the treating physician must get an authorization to refer the patient to the researcher.  The researcher may then rely on the authorization to contact the individual.  The researcher will then obtain a second authorization from the patient to participate in the research.

9. If approved by the IRB, a treating physician and researcher may co-sign a recruitment letter to patients.
10. A researcher may contact potential research subjects if granted a partial waiver of authorization for recruitment purposes from the IRB/Privacy Board.  Researchers inside or outside the OHCA may use this option.  A sample application is located at the Privacy in Research website.  The Privacy Rule requirements and conditions for a waiver for apply (see Section VI.C.2).  
IX.   What do I need to know about a subject’s ability to revoke an authorization to use his or her protected information?

An individual always has the right to revoke consent to participate in the research. The Privacy Rule now requires that a research subject have the ability to revoke a previously signed authorization for researchers to use or disclose his/her protected health information for research. Researchers must honor this request, except to the extent they have already “relied on” the permission. As an example, if researchers have already included a subject’s protected information in the analysis of the data, the analysis can be maintained. In addition, researchers may continue using and disclosing protected health information that was obtained prior to the time the subject revoked his/her authorization, as necessary to maintain the integrity of the research study.  However, researchers may not use or disclose additional information that they have not yet accessed at the time the authorization is being withdrawn, except for purposes such as accounting for the subject’s withdrawal, reporting adverse events, or complying with investigations.  If a subject revokes authorization to use his/her protected information, HIPAA permits you to withdraw them from the study, including any treatment component (subject, of course, to any other professional standards that would prompt their continuation, such as the medical need for them to taper off a study drug).
X. What is a Business Associate Agreement and when do I need to have one?

Business Associates are discussed in depth in the “HIPAA & You” Privacy and Security Training manual.  For research, it is important to remember that a Business Associate is an individual or entity outside of the OHCA that:
· Performs or assists employees of the OHCA (including researchers, physicians and other employees) in performing any function or activity that involves use or disclosure of Protected Health Information, and
· Acts on behalf or at the request of a researcher who works for the OHCA as broadly defined above.

Who are considered to be Business Associates?

A third party that is asked to perform a function on the researchers’ behalf that is not itself research may be a business associate if it receives, or analyzes or processes protected health information.  For example, the following are all likely to be Business Associates:

· A consultant or contractor that analyzes data or performs lab tests on identifiable tissue samples;

· A software installer who has access to PHI during the installation;

· A research institution or researcher performing part of the research under a subcontract with LLU or its affiliates;

· A web hosting or data storage company that a researcher (rather than the sponsor) has engaged;

· Third parties that handle billing for a research study on a researcher’s behalf; and 

· A third party that handles recruitment and screening that a researcher (rather than the sponsor) has engaged.

The following are not considered to be Business Associates:

· Outside researchers and coordinating or statistical centers participating in multi-site research;
· Research sponsors; and 
· CROs (Contract Research Organizations), monitors and data warehouses that are engaged by a sponsor rather than the researcher at LLU and/or affiliates, even if the researcher will receive or have access to the work product.

The Privacy Rule requires the institution to enter into a specific form of IPHIP Business Associate Agreement with any business associate prior to disclosure of PHI.  Business Associate Agreements must include:

· Restrictions on how PHI may be used or disclosed;

· A promise that the Business Associate will protect the PHI;

· A promise that the Business Associate will return the PHI at the end of the contract; and 
· An assurance that the Business Associate will make PHI available as needed for federal or state law compliance
Be aware that if research is being conducted in collaboration with another institution, a carefully worded Memorandum of Understanding may be sufficient.  Instructions regarding Business Associate Agreements can be found on the Privacy in Research website or in the “HIPAA & You” Security and Training manual.  For more information regarding Business Associate Agreements, contact Tonya Okon (558-6453, or ext. 66453).

XI.   Special Considerations of Multi-Site Research

Researchers often engage in collaborative relationships with individuals or entities outside of the OHCA.  As of April 14, 2003, the sharing of PHI outside of the OHCA will constitute a “disclosure” which is subject to the HIPAA Privacy Rule.  When information is shared among multiple sites, the Privacy Rule may present issues that do not arise in other research contexts.  Researchers involved in multi-center research projects may want to consider the following:

A. The privacy authorization should list the sites and sponsor (if any) that may be involved in the research and to which subjects’ identifiable health information may be disclosed, and for what purposes the information will be disclosed.

B. The sites should develop a cooperative mechanism for protecting subjects’ individual rights as provided by the Privacy Rule. Specifically sites must be able to:  1) obtain identifiable health information from one another to respond to a subject’s request to inspect or copy the information; 2) inform one another of amendments to a subject’s health information; and 3) in waivered studies, advise one another (and the sponsor, if any) of a subject’s request to receive an accounting of disclosures.

C. The researcher should determine whether any relationships with outside sites or entities with which identifiable information will be shared are Business Associate relationships requiring Business Associate Agreements. See Section X above.

D. If research data can be de-identified or meet the criteria for a limited data set before it is disclosed to other sites or entities, then the disclosure is not subject to Privacy Rule requirements. Disclosure of a limited data set would require a data use agreement. 
XII. Special Considerations for Research Databases

Any institutional entity that maintains a database with PHI that could be shared or disclosed to others should become a Certified Data Release Department (CDRD).    An institutional survey is currently underway to identify research databases that may fulfill this purpose.  For further questions concerning research databases, contact the Office of Research Affairs (x44426).    

If you review records from your database preparatory to research, regulations require that the researcher make certain attestations regarding the preparatory work.  This information is captured in the form Certification for Access to Data Preparatory to Research, available at the Privacy in Research website.  You must complete this form as well as describe the data you are referencing in the preparatory research.  This can be accomplished by completing the appropriate sections of the Data Request Form used by CDRD.  This information must be maintained in your department for at least six years after the information is accessed. 

XIII. Research Arising from Health Care Operations activities

LLU general counsel has made the determination that if data is collected for QI/QA reasons under peer review, information pertaining to this quality review process and its outcome is confidential and is protected and considered non-discoverable under California State Law, Evidence Code 1157.  Therefore, any information under 1157 protection may NOT be used for research because of the legal protections surrounding that information.  

However, there may be information collected for other health care operations activities that do not fit under the 1157 protection.   For research use of data collected for health care operations purposes prior to IRB approval that is not under the Evidence Code 1157, the IRB may allow the use of the data.  In order for the IRB to consider the request, the researcher must submit documentation from the appropriate healthcare operations committee to verify that:  1) the data were collected for health care operations activities; and 2) are not subject to Evidence Code 1157.  

XIV. Special Considerations for Case Studies

A case study of one or two patients is generally not considered research.  However, any PHI released in case studies is subject to the privacy rule.  Therefore, if a unique case is described that may identify an individual simply by describing the disease or the unique treatment received, authorization from the patient would be required prior to the disclosure of the information.  If patient authorization is not possible, the IRB/Privacy Board may be contacted to determine if a waiver of authorization is permitted under the circumstances.

XV. Disclosure Tracking

As noted above, tracking will be required for disclosures of PHI outside the OHCA under 3 conditions:  

1. For Preparatory Research (see Section VI.D),

2. For research when a Waiver of Authorization is obtained (see Section VI.C.2), and 

3. For research on Decedents (a special class of research that qualifies for a waiver; see Section VI.C.2.b).
If researchers receive information internally from a Certified Data Release Department (CDRD) that will be disclosed outside the OHCA, the CDRD will be responsible for tracking disclosures.  However, researchers will be responsible for tracking disclosures made from their own data repositories.  

 The Disclosure Tracking System (DTS) is a web-based application that serves as a central repository for disclosures that are subject to the accounting requirement of the Privacy Rule.  Information for using the DTS is found in the “HIPAA & You” Privacy And Security training manual and the LLUMC VIP page http://wisdom.mc.llumc.edu/hipaa/.
XVI. Notification of Privacy Practices (NPP)

The Privacy Rule requires that all patients receive a NPP and that an acknowledgement of this must be signed by the patient and put in the patient’s medical record for any visits on or after April 14, 2003.  In general, a patient will receive the NPP during their normal course of care.  However, researchers must be aware that in certain circumstances (such as recruiting patients from outside sources) patients may not receive the NPP through the regular course of treatment.  If you have patients who will not be receiving the NPP, the forms are available on the HIPAA website and must be given to patients and the patient must sign an acknowledgement form.  A list of locations from which a NPP can be obtained is in the “HIPAA & You” Training and Security manual, available from the Compliance department, or from the VIP HIPAA website at: http://wisdom.mc.llumc.edu/hipaa/.  

XVII.   Who I should contact if I have questions?

	For Questions regarding:
	Contact:
	Extension

	Policies relating to privacy in research, suggested revisions to the Researcher’s Guide to HIPAA
	Pamela S. Coburn-Litvak, PhD

Special Assistant to the Vice Chancellor for Research Affairs 
	88117

	How to complete the required forms for authorization, waivers, status of requests submitted to the privacy board.
	Linda Halstead, MA

Director, Office of Sponsored Research
	44531

	Research related privacy complaints or compliance with privacy or other research related regulatory requirements.
	Janice Quick-Wolfe, CIA

Director, Office of Research Integrity
	88166

	General questions on privacy, reporting violations, authorizations not related to research.
	Tonya Okon, Privacy Manager
	66453


XVIII. Appendices

APPENDIX A:  GLOSSARY OF TERMS

Accounting of Disclosures – Under some circumstances, the HIPAA Privacy Rule gives individuals the right to request an accounting of disclosures of PHI over the previous 6 years (although no accounting of disclosures is required prior to April 14, 2003).  This right applies to:  1) Disclosures that are unauthorized because a Waiver of Authorization has been obtained, 2) Preparatory Research, 3) Decedents' Research, and 4) Disclosures mandated by law.  This right does not apply to:  1) Disclosures made at the request of the individual, 2) Disclosures that are Authorized by the individual, 3) Limited Data Sets, and De-identified data.  

Authorization –A document, signed by a subject in human study research, that designates permission to the researcher to use and disclose the subject's Protected Health Information.

Business Associate –A person/entity external to LLU and its affiliates that: 1) receives PHI from LLU or a LLU researcher, and 2) performs a service on behalf of LLU or a LLU researcher.  Business Associates may include:  web-hosting/data storage companies, third party billing companies, consultants, and third parties hired to screen potential subjects.  Business Associates generally do not include:  research collaborators, sponsors, research coordinating and statistical centers.  Business Associates who receive PHI will be required to sign a Business Associate Agreement.

Business Associate Agreement – An agreement that dictates how a Business Associate will handle PHI received from LLU and its affiliates, including:  restrictions on use/disclosures of the PHI, a promise to protect the PHI, a promise to return the PHI at the end of the contract, and an assurance to make the PHI available for federal or state law compliance.

Certified Data Release Department (CDRD) – Departments or other entities of LLU and its affiliates that:  1) store data, and 2) are certified by either the Compliance Office or the LLU IRB to review and process requests to obtain access to PHI from researchers.  Requests to the CDRD are made using a Data Request Form.

Code Access Agreement – An agreement that prohibits the breaking of a code to Coded Data in order to identify and contact individuals participating in human studies research.  

Coded Data – Data that is separated from direct identifiers through use of a code.  Researchers will be required to sign Code Access Agreement when they:  1) receive coded data from an external entity to LLU and its affiliates, or 2) send coded data to an external entity to LLU and its affiliates.  Data may be decoded when necessary for healthcare operations, i.e. to benefit the health of the patient.

Data Request Form – The form used to request the release of data that includes Protected Health Information from a Certified Data Release Department.

Data Use Agreement – An agreement that describes the permissible uses/disclosures by a researcher of PHI within a Limited Data Set and prohibits re-identifying or using the PHI to contact individuals.

Decedents' Research – Deceased individuals are afforded the same privacy rights as living individuals under HIPAA.  The LLU IRB may grant a waiver to do decedents' research, provided that the required representations are made by the researcher. 

De-Identified Data – Data in which all Direct Identifiers has been removed.  De-identified data is not subject to HIPAA.

Direct Identifiers – Data elements that could be used to identify an individual.  These include: 1.Names, 2.Geographic subdivisions smaller than a state (except the first three digits of zip code), 3.All elements of dates (except year) for dates that are directly related to an individual, including dates of admission, discharge, birth, death, and all ages over 89; 4.Telephone numbers, 5.Fax numbers, 6.Electronic mail address, 7.Social security numbers, 8.Medical record numbers, 9.Health plan beneficiary numbers, 10.Account numbers, 11.Certificate/license numbers, 12.Vehicle identification and serial numbers, including license plate numbers, 13.Device identifiers and serial numbers, 14.Web URLs, 15.Internet protocol (IP) addresses, 16.Biometric identifiers, including fingerprints and voice recordings, 17.Full-face photos and comparable images, and18.Any other unique number, characteristic, code that could reasonably used to identify an individual. 

Disclosure of PHI – The release of PHI to anyone or any entity outside of Loma Linda University and its affiliates in the OHCA [See Affiliated Covered Entity].   See Use of PHI for a listing of job categories included in the use category.  Release of PHI to anyone else (such as colleagues or research collaborators at another institution) would be a Disclosure.   

HIPAA [pr: hip’-ah] – The Health Insurance Portability and Accountability Act of 1996.  A federal law that was designed to allow portability of health insurance between jobs.  The Privacy Rule is the component of HIPAA that protects personally identifiable health information. 

Individually Identifiable Health Information (IIHI) –A subset of health information, created or received, that identifies an individual or can reasonably be used to identify an individual because it includes Direct Identifiers. 

Limited Data Set (LDS) –A set of data that may be used for research without authorization or waiver of authorization.  Only the following Direct Identifiers may be retained in a LDS:  1) Town, city, state and zip code (but not street address); 2) all dates such as birth dates, admission and discharge dates, and date of death; and 3) Unique numbers, characteristics, and codes.  Recipients of a LDS must sign a Data Use Agreement.

Minimum Necessary – A HIPAA Privacy Rule standard requiring that researchers use or disclose only the minimum amount of PHI that is necessary to accomplish the intended purpose.  The Minimum Necessary standard applies when a Waiver of Authorization has been obtained, Preparatory Research, Decedents' Research, and Limited Data Sets. It does not apply to uses/disclosures of PHI that are Authorized or to De-identified data.  

Notice of Privacy Protections (NPP) – The Privacy Rule requires that all patients visiting this institution after April 14, 2003, receive a NPP that tells them how their health information will be used.   An acknowledgement of this must be signed by the patient and put in the patient’s medical record.  In general, a patient will receive the NPP during their normal course of care.  However, researchers are responsible for providing the NPP and receiving back a copy of the signed acknowledgement if the individual does not get it from any other source, e.g. if he/she is responding to a recruitment ad, etc.  A list of locations from which a NPP can be obtained is in the “HIPAA & You” Training and Security manual, available from the Compliance department, or from the VIP HIPAA website at: http://wisdom.mc.llumc.edu/hipaa/.  

Organized Health Care Arrangement (OHCA) – Covered entities under the Privacy Rule that participate in a joint arrangement to comply with the Privacy Rule.  All entities under this arrangement may use the same Notice of Privacy Protections, the same mechanism to provide an Accounting of Disclosures to a patient or study subject upon request.  Sharing of Protected Health Information within the OHCA is considered a Use [See Use of PHI], while sharing information outside the OHCA is considered a Disclosure [See Disclosure of PHI].  LLUAHSC entities under the OHCA are:  Loma Linda University, Loma Linda University Medical Center, Loma Linda University Health Care and the affiliated clinical practice corporations, and Loma Linda University Behavioral Medicine Center

Preparatory Research – Data or records review that is performed in order to design or to determine the feasibility of a research study.  Preparatory research is allowed without authorization or waiver of authorization, provided that the required representations are made by the researcher.   Researchers may review an unlimited number of records; however, information may be copied by the researcher from only 25 records without IRB approval.  Requests to copy information from more than 25 records must be submitted to the IRB.  From these 25 records, researchers may only copy for their own use data elements that are allowed for a Limited Data Set.

Privacy Board – A committee authorized by the HIPAA Privacy Rule to approve a Waiver of Authorization and monitors the use and disclosures of PHI collected in human studies research.  At LLU, the Institutional Review Board serves as the Privacy Board.

Protected Health Information (PHI) – Individually Identifiable Health Information that is transmitted or maintained in any form.

Use of PHI – The sharing of PHI within Loma Linda University and its affiliates in the OHCA.  If a person is a student, employee, faculty member, member of the medical staff, either part time or full time, and information is given to them, it is considered a use. 

Waiver of Authorization –The requirement to obtain Authorization from human study subjects may be waived by the Privacy Board if specific criteria are met.  Researchers should be aware that more stringent conditions [See Minimum Necessary] and record-keeping conditions [See Accounting of Disclosures] apply when authorization is not obtained.







� The first 3 digits of the zip code are not considered identifiable if the geographic unit formed by combining all zip codes with the same 3 first digits contains ( 20,000 residents according to the latest census information, or the first 3 digits for all such geographic units containing ( 20,000 residents is changed to 000.


� Although birth dates are considered to be identifiable, Ages 89 and under are not considered to be identifiable, including ages that are expressed in months, days, or hours.
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